
 

Those who use technology to intimidate and bully oth-
ers online.  This can be on a computer, a laptop, a tab-

let computer or a  smartphone.   

There are many different forms that Cyberbullying can 
take. This could be posts on a social media site or mes-

sages directly to the victim on email or text. T 

he Cyber bully aims to cause harm, distress and wants 

 Knowledge Organiser: Online Safety 

Key Vocabulary 

Anti-virus Anti-virus software scans all forms of storage 
devices for viruses (programs harmful to com-
puters) and, if found, attempts to remove them.  

Cyberbullying The bullying of another person using the inter-
net, mobile phones and other digital devices.  

Downloading To copy a file from the internet onto your com-
puter or device.  

Firewall 
An application that prevents unauthorised con-
nections to and from the Internet.  

Malware Software that is designed to cause harm or dam-
age to a computer. This includes viruses that 
might damage files, adware that causes pop-

ups, and spyware that collects and shares login 
details.  

Phishing An attempt to gain personal information about 
someone by way of deception, eg sending an 
email pretending to be from their bank asking 
them for their bank details.  

Program Sequences of instructions for a computer.  

Trojan Malware that appears legitimate, but performs 
some malicious activity when it is run.  

Troll A derogatory name taken from the troll charac-
ter in folklore and now used as a term for a per-
son who posts offensive messages online.  

Zombie Malware that takes over a computer in order to 
perform some malicious task.  

Firewall Staying Safe 

Its important to be I control of the information they give 
out online. This is the best way to stay safe online.  

You  should never give out your telephone number, ad-
dress, school, or accept a friend request from someone 
who says they know one of your friends, as this may not 

be true.   
Also always be cautious about what you say when 

you’re online.  Never agree to meet someone you’ve 
only known online. 

You can get help from: 
BBC Website 

Childline 

Cyber bullying Trolling   
Its not always easy to find out who has left a message or 

comment on a 
social media 

post. Sometimes 
people pretend 
to be someone 
they are not. 

Some who does 
this is called a Troll and this activity of leaving nasty mes-
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A Firewall monitors communications going into and out 
of a computer through the internet. It looks for  Malware, 
any of these communications  are blocked by the firewall 

and prevents the Malware from infecting the computer. 

Anti-Virus Software protects the computer from Mal-
ware such are viruses and spyware. The Antivirus soft-

ware will scan the computer foe Malware.  

If any Malware is found the Anti-Virus software will safely 

Malware   Phishing   

This is malicious software which is often installed on a 
computer without the users knowledge. The Malware is 
often downloaded form an unknown email attachment 
or form poorly protected websites. Once a computer is 
infected with Malware is can cause harm by deleting or 
sharing data and gaining unauthorised access to person-

al data.  There are different types of Malware: 

Virus—This is designed to copy and spread itself to oth-

Phishing is when you are tricked into doing something 
online. Perhaps giving away user names and passwords, 

bank details. These are usually emails or links to fake 
websites and they can be very convincing and hard to 

spot that the site is fake.  

Criminals are becoming increasingly sophisticated and 
their websites and emails can seem very realistic, espe-
cially to the elderly or to someone who is a less experi-

Anti-Virus Software 



Biased information is influenced by a particular point of 
view.  

There are some things you should consider: 
Source—Who produced the information? Can they be 

trusted? Is it form a well known organisation or 
someone's Wiki or Blog? 

Opinion or Fact—Opinions are just someone's point of 
view. We should always look for facts on websites.  

Statements without facts—If a statement is without a 
fact it is of little value. 

Date of publication—If information is out of date then it 
may no longer be accurate.  

 

  

 Knowledge Organiser: Bias and Reliability  

Key Vocabulary 

Bias  

Prejudice or favour shown for one person, 
group, thing or opinion over another.  

 

Blog  

An online publication written by an individual or 
a group of individuals that covers a subject of 
their choosing, a contraction of the term 'web 

log'.  
 

Information  

Data that has meaning, not just a number or a 
letter.  

 

Prejudice 

 

Forming an unfavourable opinion or feeling 
about a person or a group of people, without a 

full examination of the situation.  
 

Wiki  

A website whose content can added, removed 
or amended by any users via a web browser.  

Why is it important to watch for bias? Factors which may indicate Bias 

Reliability   

If information is reliable then it should be correct, up to 
date and accurate. Incorrect information is: 

Wrong—The information stated is incorrect 

Out of date —The information is old and no longer rele-
vant. 

Inaccurate—Some of the facts may be correct, but not all 
and may contain errors. 

Reliable information has value. 
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Biased information can caused several problems as it  dis-
torts the truth. Biased information can: 

Mislead us 

Misinform us 

Cause us to make an incorrect decision 

Cause us to make a poor decision 

 

Information  

What is Bias ?  

Information contains a huge array of information which 
can you be to learn about new things or to check infor-

mation is correct.  

Some information is often however either incorrect or 
biased in some way.  If information is biased or incorrect 

then it is of little if any use. It is important that we can 
distinguish between information that is valuable and 
information that is not. If information on a website is 

The internet has lots of websites with biased infor-
mation. Biased information is information that is written 

from a particular perspective or point of view.  

Bias may be include: 

A personal opinion 

A statement that is not based on any actual facts 

Prejudice in favour or against a person, situation or idea. 

Summary 

The internet is a tremendous source of information. 
There are millions of websites on the internet, some are 

very good and completely accurate, others however many 
not be reliable and have bias in the way that they report 

information. There may also be fake information on some 
websites which can be very misleading and even danger-

ous.   

Being able to identify reliable and unbiased information 



 Knowledge Organiser: Law and Ethics in the UK 

Key Vocabulary 

Computer Misuse Act Defines and criminalises a number of 
offences involving the use of a computer, 
eg unauthorised access to computer sys-

tems.  
Copyright Law 

The Copyright, Designs and Patents Act 
1988 gives the creator of published mate-

rial the control over the way it is used.  

Data Units of information. In computing there 
can be different data types, including inte-

gers, characters and Boolean. Data is 
often acted on by instructions.  

Data Protection Act 

Legislation passed by parliament that gov-
erns the protection of personal data in 

the UK.  

Hacking Gaining unauthorised access to a comput-
er.  

Malware Software that is designed to cause harm 
or damage to a computer. This includes 
viruses that might damage files, adware 
that causes pop-ups, and spyware that 

collects and shares login details.  

Password Protect To make a file secure by forcing a user to 
enter a password before it can be opened.  

User Account A collection of settings, and often files, 
that relate to just one user. A password is 

normally needed to gain access.  

Virus Any computer program designed to repli-
cate and damage other computer systems 

and software.  

Data Protection Act 

Computer Misuse Act   

The Computer Misuse Act is Designed to make Hacking 
into a Computer Illegal. 

Unauthorised access to a Computer is known as Hacking 

It is illegal to access data on someone's computer which 
could then be used to commit fraud or blackmail for ex-

ample. 
Its illegal to make changes to data held on a computer 

system if you don not have permission to do so.  
Installing a Virus or Malware which damages a computer 

is illegal.  
The maximum punishment for breaking the Law is £5000 

or several years imprisonment.  
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The Data Protection Act protects personal details stored 
on Computer Systems. 

This could include: Name and Address, Date of Birth, Med-
ical Records, School and Employment records, Religion. 

The Data Protection Act Makes Sure our Data is properly 
looked after. 

Everyone also has a right to see the Data Held about 
them by an organisation. You can the right to demand 

that data is corrected or deleted if it is incorrect. 
There are Eight Principles of the Data Protection Act. 

Computer and the Law 

Copyright, Design and Patents Act 

Computers can be used by criminals, there are several 
ways this could happen: 

Allowing someone to illegally share your personal data 

Stealing Financial information, for example Bank Details 
and Credit Card Details. 

Aiding the Illegal copying and distribution of music, 
films and Television programmes.  

Extortion or Blackmail of someone 

The internet allows people to hack into someone's com-
puter remotely, even from the other side of the world 

and steal information.  

The Copyright Design and Patents Act is designed to 
protect peoples creations. This could include: 

A photograph, drawing or picture 

A Television programme, video or film 

Books, Articles and Reports 

Games 

Computer Software code 

Work is automatically protected by Copyright unless 
the owner chooses to give tis right away 

With Computers it is illegal to make copies, publish, 
distribute or sell copies of something that you do not 

own the copyright for.  

Summary 

The Internet and Computing has brought the need for 
specific Laws to protect both individuals and Data. There 
are three main Laws which are designed to provide this 

protection. 
Computer Misuse Act — This is designed to make Hack-
ing into a Computer System illegal and punishable by a 

Jail sentence. 
Copyright, Design and Patents Act — This law protects 

the owner of software from Piracy. 
Data Protection Act—This law offers protection to indi-

viduals in regard to the data held about them on Comput-
er Systems.  


