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1. Introduction 

 

This policy outlines how our roles may operate as agile workers and provides a 

framework. 

 

It also highlights some important health and safety / data management points to 

consider. 

 

This policy applies to all employees with the exception of: 

 

• Agency Workers; and 

• Associates 

 
 
2. Agile Worker 
 

Definition Based on the concept that work is an activity that our people do 

rather than a place they go, St John Paul II  consider their 

central staff as ‘agile workers’, so they can effectively work 

anywhere.   

 
 
Agile working effectively allows central staff to work from any location (including home, 

client site visits, our office, other schools, places with access to wi-fi etc).  To be agile 

workers St John Paul II have invested in the physical and technical infrastructure to 

empower our people to work where, when and how they choose to maximise their 

productivity. 

 

We use communications and information technology (such as Zoom, Microsoft Teams) 

to enable our people to work in ways which best suit their needs without the traditional 

limitations of where and when tasks must be performed.  Agile workers also work well 

for our clients and for the business. 

 

Whilst St John Paul II  agile working incorporates flexible working practices, its aims 

and scope are significantly different.  Flexible working is a work pattern, which has 

been designed for an individual, usually to help that person balance work and home 

life.  Agile working is based on the complete flexibility of work and is based on business 

needs. 

 
3. Homeworking - Legal context 
 
The legal context regarding homeworking mainly focuses on health and safety law by 

ensuring that an employer continues to meet its obligations regarding safe employee 

working practices. 

 
 
 
 
 
 
 

https://www.hr-inform.co.uk/policy-design-tip/homeworking#collapse-accordion-13986-3


 

 

 

4 

4. Behaviours 
 
It’s important to recognise that whilst it’s the role that determines the nature of work, 

the individuals performing those roles need to demonstrate specific behaviours to 

ensure that agile working is flexible and is a successful way of working. 

 

Central staff undertaking those roles need to demonstrate certain behaviours:  

 

• self-discipline and observe company policies and practices as they would at 

work. 

• an ability to manage workload independently and work without direct 

supervision. 

• organisational skills and effective time management. 

• effective communication skills. 

• self-motivation and ability to work to own initiative.  

• problem-solving and different pressures associated with working alone.  

• adapting to different methods of being line managed and liaising with 

colleagues, clients, partners and others. 

• an ability to cope with potentially conflicting demands between work and home 

/ family. 

• an ability to demonstrate that we can meet individual performance / business 

objectives and can provide evidence of work when needed. 

• be responsive and considerate to clients, team members, partners and others. 

• be available to attend weekly catchups, office meetings and 1-2-1s.  

• Attend central offices when requested to do so by line management. 

• be flexible. 

 
 
5. Data Protection 
 

• Whilst our employees are agile workers, the employer high data protection 

standards must be maintained. Employees should re-familiarise themselves 

with the St john Paul II  data protection policy and code of conduct in particular.  

• Only equipment issued / authorised by St John Paul II may be used for agile 

working. 

• Whenever the employee is prompted to install a legitimate update to their 

computer or other equipment, they must do so straightaway.  

• The employee must report any actual or potential breach of security, 

confidentiality or data protection to Emma Samuel immediately.  

• If the employee is unsure about any aspect of security, confidentiality or data 

protection, they must speak Emma Samuel and/or Matthew Emery.   

 

Information that may be processed whilst agile working will include:  

  

• Client / business emails, texts, messages, phone calls. 

• Zoom, teams and video conferencing. 

• Meetings, hearings, appeals and legal matters. 

• Webinars. 
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• Administration systems.  

• Financial data including salary, invoicing, bank details. 

• HR and employment information. 

• Databases and many other systems.  

 

Employees must strictly adhere to the agreed methods for communicating with clients, 

schools etc.   

 

The employee must ensure the following actions, when working on an agile worker 

basis: 

 

• Be vigilant – no-one else in the household, or when working elsewhere, must 

have access to or see the data the employee is processing. 

• The employee must ensure they use strong passwords to protect these 

devices.  

• The employee must make sure they use a password that nobody else can 

guess.  

• The employee whilst working with the employer data must lock their computer 

screen whilst they are away from the device.  

• The employee must check that all their devices are fully up to date with the 

latest anti-virus, malware and security updates and speak to It team or Steve 

Rice about any concerns. The employer also has responsibility to ensure 

appropriate updates. 

• The employee must always be very careful which websites they visit and 

which email attachments are opened. 

• The employee must check that all local storage is suitably encrypted. If the 

employee is unsure what this means, they can ask the IT team or someone 

else who can guide them. 

• The employee must ensure that the employer devices and paperwork cannot 

be stolen or mislaid so they should always kept in a secure place.  

• The employee must remove ALL data from their devices when it is no longer 

needed or at request from the employer. 

• The employee should not share a device with friends or family members 

unless there is strict access control to personal data they use from the 

employer. 

• If at all possible, the employee should not use USB memory sticks, because 

they are so easy to lose or misplace.  

 

If the employer needs to set up new accounts or accesses, so employees can work on 

an agile basis, strong passwords should be set for user accounts. If the employee has 

any problems, they should contact the IT team as soon as possible. Employees might 

feel more exposed to cyber threats when agile working, so it is important that IT advice 

from the employer is adhered to. 

 

If a device is lost or stolen, the employee needs to report to Emma Samuel and the IT 

team as soon as possible. The early reporting of such losses may help minimise the 

risk to the data. Cyber criminals are preying on the fears of the coronavirus and sending 

‘phishing’ e-mails that try and trick into clicking on a bad link, once clicked, the user is 
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sent to an unreliable website, which could download malware onto the computer or 

steal passwords. Whilst on an agile basis, the employee must not click on anything 

they are concerned about or looks suspicious. The employee must speak to the IT 

team as soon as possible. 

 

Employees must report any actual or potential breach of security, confidentiality or data 

protection to Emma Samuel immediately.  

 

If an employee is unsure about any aspect of security, confidentiality or data protection, 

they must speak with Emma Samuel.  

 

6. Environmental  
 
St John Paul II recognises that its activities and operations have an impact on the 

environment and is committed to conserving natural resources, operating in a manner 

sensitive to the environment and complying with all relevant legislation.  In particular 

our agile working allows us to: 

 

• Minimise waste. 

• Reduce the impact of travel / transport minimise travel requirements, such as 

using video conferencing, wherever practical and working at a convenient 

location to reduce unnecessary travel. 

• Prevent pollution. 

• Complying with all relevant legislation and other requirements.  

• Continual improvement in our individual and business environmental 

performance. 

 

7. Ways of Working 

 

Some parts of our work can be successfully completed at home, at other locations and 

is part of our agile worker policy. 

 

Where increased home working applies, individuals need to discuss the options with 

the CSEL /COO.  Authorisation for home working and not agile working is at the 

discretion of the CSEL/COO after giving full consideration to the effects on other team 

members, clients and business.  

 

The following should be noted: 

 

• Employees must be contactable during the period of their core hours and 

contract of employment.  Times should be agreed with the line manager.  

 

• Agile working is not a substitute for suitable childcare arrangements.  However, 

in the current climate (COVID-19)  there is an understanding that dependants 

may need to be at home more and their dependents cannot be looked after by 

someone other than the employee when they are working. Where practical, 

care arrangements should be in place to cover the time when the employee is 

working, to take annual leave, request for special leave, temporary variation of 

contract or a temporary flexible working request; 
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• Some clients may contact outside of core hours and require some support, so 

sometimes start and finish times do need to be across the day.  If it has not 

been possible to undertake contracted hours of work during core hours, the 

hours can be made up across the day. 

 

• Any company property taken home, remains the property of St Joh Paul II. 

 

• In most circumstances St John Paul II would not expect to incur any additional 

costs  other than agreed expenses, as a result of employees undertaking agile 

working. 

 

Where appropriate guidance should be provided regarding the purpose for which IT 

equipment is issued and how to access.  

 

As an employer, St John Paul II has a responsibility to ensure your health, safety and 

welfare whilst at work.  

 

Employees should comply with guidance from HSE (https://www.hse.gov.uk/msd/dse/) 

regarding the use of display screen equipment to ensure safety hazards are identified 

and risks are minimised. 

 

Any restricted information is to be secured as benefits the nature of the data held and 

all employees must adhere to the Data Protection Act. 

 

During working hours, all St John Paul II policies and procedures are to be observed. 

 

8. Mental Health and Well-being 

 

It is the responsibility of both the employer and employee that agile workers adopt self-

discipline concerning appropriate breaks and rest periods as they would in the 

workplace.  

 

Breaks are important to us as individuals in order for us to function properly and to 

maintain a healthy mental wellbeing. Working late at night is not advisable and could 

interfere with your ability to relax and ultimately sleep and rest. Therefore, the hours 

our employees choose to work should be during the working day wherever possible 

and are aware of the times they send e-mails etc. 

 

 

 

 

 

https://www.hse.gov.uk/msd/dse/

